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QUESTION NO: 1

XYRD—DEOIN—BR—HNEBRNTTAVIZZETERA U RX—TI—ARZHRT DL
ENFoVEY,

ENOHBEZBMICLET A ?

AINTOA R —T T—ADILIRACL

B.AAA

C.MPP

D.R—K7 1 LR —{fE DCPP

Answer: C

QUESTION NO: 2

Cisco

ASATFNAATIZF Y ANRPFHEEEZREETDICKKE., ENOANV RZFEATILENHY)
XIAN?

A.ip verify reverse-path interface <4 > 2 —7 I 4 A&>

B.ip source-route

C.ip verify unicast reverse-path

D.ip verify source port-security

Answer: A

QUESTION NO: 3

Cisco ASA

5500 V) —XT7 7 AT #F—)L TNetFlowZFF A T3 ICIE,. END3ODDHRERXATEETL
FIH?

(3D2BIRLTLKEEL, )

A.7R—R9996 TUDPRZ 7 1 v UV & AT DACLEER L £,
BHLLHEREINLEIVTANY Y7 ZITO—-NILRID—ICHERALET,
C.NetFlow ExporterZ 4 /N7 REBDOAZBA > X—T7 T4 AICHERALET,
D.NetFlow/\—> 3 92 BMIZLE T,

E.flow-export 1N > RZFEAL T, NetFlow L VX —ZE&L F T,
FRKRZTAVIIL—BITRDITANY TZHERLET,

Answer: BE F

QUESTION NO: 4

CiscoIOSY 7 RV IT7HMIDORBACE 1 —ELGEMATITA ? (3DBIRLTLKEEL, )
A. Admin

B. CLI

C. Root

D. Super Admin

E. Guest

F. Super

Answer:BCF
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QUESTION NO: 5

Click on the PC icon to access the Cisco ASDM. Using ASDN, answer the following three guestions regarding the ASA configurations. (1
pt each per question}

sork operation and answer for multiple-cheice guestions.

THIS TASK DOES NOT REQUIRE DEVICE CONFIGURATION,

Click on the Congols PC to gain access to the conscle of the router. Mo console or enakble pazswords are reguirsd.

To access the muttipls-cheice guestions, click on the numbered boxes onthe |sft of the top pansl

There are four multiple-cheice guestions with this task. Be sure to answer all four guestions before =elscting the Next butten.

PC with
ASDM access
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Cisco ASDM 71 for ASA - 101021 : |

File  View Tools Wizards Window Help = “F""""
fﬁmu&wml_]mﬁm Gam cm-di-mwald ?Hﬂ: CisCO

._ Home i
i ¥ Wmm[g,mmf_@mmhwm]

i Device Information Interface Status

1 General Inkarface 1P Addrass/Mask Line Lirsk. Ebps
Host Mame: HQ-ASA.secure-w.local DMz 172,161, 1424 Ow 0w 0 -
; 1 . Guast 10.10.250,1 /24 O w O uw 0
Asmefsm; ERTEN Device Uptime: 4d 4h 2m 95 iy 1351651 e & i o w ¥ |
ASLM Versian: 1.i(2) Device Type:  ASAS515, IPS inside 10.10.1.1/24 Ow 0w 2
Firewal Mode : Routed Context Mode: Single ey 10.10.2.1/24 8 i o w :
Environment Status: & 0K Total Flash: 8192 MB loutside 192.0.2.1124 0 uo 0 uw LI =z

Select an inberface bo view input and output Ebps A

_

o (1] "

IPsec: O Chentless 55LWPH: O AmyConnect Clent: O Details Fallover not configured. Click the ink to configure &.
|
System Resources Shatue Trakfic Status
| Total Memory Usage | Total CPU Usage | Core Usage | Detais Cormections Per Second Usage
I ] 11
ghemyu:.aqe (e} ". 1. p :&
| <000 | '\ A f Al
i |
ss00 \ | |
3000 1823 18:23 1825 {150 1827
2500 MUoP: 0 MR TCP: 0 BB Teas O
| ‘oukside’ Interface Traffic Usage (Kbps)
|| raoem, | | <B0Q vl
Lakest ASDM Syslog Messages . . . . . " : ’ ’ ’ ’ : . . O& B X
Severty Dats Tirwe: Syslog I Source IP Source Destinution 1IP Desting Description P
i & May 21 2014 16:27:2¢ 302016 209.165.200.233 53 10.10,3.20 55282 Teardown UDP connection 284717 For cutside: 209,165, 2001.233/53 o inside- 10,10.3.20/55 « |
t R Maw 21 SIS 149774 AN A PP VAE PN 2T 69 mnna.on 4178 Taardawn LB fonrechios FR8T1S for mobsida P09 145 201 2TUE3 Br inide- 11 102 9MHEL
& Maw 21 2014 16127524 AL & 209,165 200,237 53 W.10.3.20 4178 Taardown UDP sonnachion 2847 15 For aubsde 1209, 165, 2002 31,:55:.:»»-\ ioe10.10.3. 20054 | g
L6 May 21 2014 16:27:24 02016 172.16.1,55 62372 10.10.3.20 53 Taardswn LOP tonnsction 284830 For DMZ:172.16.1.55/62372 ba insids: 10.10.3.20/53 dur. _ |

sdmin 2 e (B 512114 #:27:15 PMPDT

ZXYRD—OEF1 T A EBEELTODREIT, IP7 RL AA10.10.2.400 5 —/X—(Csys
logh—N—VT7KRDIT7ZA2VAM=ILELLE, BRICKD &, syslogthr—/Y—A"syslog

XvtE—JRZELBEVOREETTHL?

A.O07 &ECisco ASATTO—NILICEMICKEY) FE A,
B.syslogh—/N—ICEEANRKELEL I,
CERELRILFTOARNEHYEBA,

D.Cisco

ASAlE., EDIPT7 RLADsyslogh—/N—ICX Y E—DZRBEITDIRSICEBHEhTLEE

Ao
Answer: C

QUESTION NO: 6
ASDM#Z M L =ACLO BB BT 5200 ARNS 5. ELVEDEERTTA ?
(2DBIRLTLKEEL, )

AJO—NLTORAN=IUH AV E—TIAATILAN—INEF—N—F4 RTEBD &L

SIELERT,
BEXDTI7EAL—IINZBREFICTIEAVANZHIBRTEEXT,
CEREOTIVEAVARNEAVR—RNBROITVAR—RTEEXT,

DEFOT VEAIL—IOBEICHLVWTIELAIL—ILZEMTEERT,
EAVE—TIAAT 7 EAL—NETO-—NILTIOEAILN—ILZEETERT,
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FEXDAE—TIAAIINAVRETSIZ, A VRZ—TIA AT VAL —ILEEETE
F- -
Answer: D E

QUESTION NO: 7
SNMPv3itauthNoPrivEF 2 UF A LRI TED R A T ORI EBSILEFRALETH ?

ABES{tELOI1—H—KRE
BDES EeteERAL 1 —Y—358E

F1t7& L OMD5E /= [F SHAFRE
DMD5$7"(‘$SHA gL EERL 21— —RKEE
E.MD5F = & SHARS St % EF L 7=DESEZ:
F.DESEES{tZ#EH L =MD5% = [E SHASRE
Answer: C

QUESTION NO: 8
ASADEF1UFAAVTFFANCETZ200REOSBELVEDRENTTA 2
(2DBIRLTLKEEL, )

AFEBE—RTOH, (VE—T7IAAEEBOIVFFANCE)ETH LN TEET

BNLFIAVTHFARE—RDASAOHBA U X—T T4 AR, EBDIPFTRLAZFEAL
TELVWIOTFAMNZREBLET,

CEEBOVTFANITIEARATSICIE., SSHERE =& Cisco
ASDMZEER T2 HEN BV ET,
DNINFOAVTFARME—ROASALORBAEZ—T I A4 AR, EBBDMACT RLAZE
AULTELVWIOTHFANZRBILET,

ET7OTATITOTAT7I=)LA=N—k, YILFIAVTHFANE—RTOLHYR—KrE&
hEd,

Answer: D E

QUESTION NO: 9
EQATZAVNEBDZATORAHIIVLANTT A ?
A. Transparent

B. Promiscuous

C. Virtual

D. Community

Answer: D

QUESTION NO: 10
RRZEZRBLTLSEZL,
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Switch(config-if)# switchport mode access
Switch (config-i1f)# switchport port-security
Switch (config-if)# switchport port-security
mac-address sticky

FRENDR—MEFIVTAOBHECHEIDELVHARENTTA ?
(2DBIRLTLKEEL, )

AEBRFRELEBE., AAVYFR—RNETITATOERETTHN,. K74y o ROY
TENET,

BERNRELIEEBE, RAAYFR—KNEIYYREDLET,

CTF7AINRTR, RAYFR—RNTHRASDOMACT RLAZZFETEZET,
DAAMYFR—KNRTFIAI)INTEETEBMACT RLARKI1DEFTT,
EBRNFRELIEBE., AMVYFR—RNET7AI)INTRETZDETIOBEFHRLET,
Answer: B D

Explanation

Explanation/Reference

Default Setting. Port security Disabled. Maximum number of secure MAC addresses

1. Violation mode Shutdown. The port shuts down when the maximum number of secure
MAC addresses is exceeded, and an SNMP trap notification is sent.
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/gui
de/book/port_sec.pdf

QUESTION NO: 11

RSDARTLUYRNRTFTATIA=)ICETR3IDNERNDSE, ELLVEDERFENTTH
? (32:&R)

AFEB77AT 03— )LELAVY—2TEHELET

BHEENDAVE—TI—AICTTFAR—KNPF7RLAZERETDUENHYET
CEEBIPPRLAODKAZF ODENTEERT

D.BWIL—TFT 42U 7ORINZHR—RNLTLVEEA

EPATORZHR—KNLET

Answer: ACD

QUESTION NO: 12
RREZRBLTLKEZL,
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Internet =~

g Fa1/0/10 Fa1/0/1

gj Layer 2 Switch DHCP Server

DHCP Client

Layer 2 Switch

VLAN
10CDHCPARX—EVJZRELE T, VLANIOTH A F IV YARPA VAR AV %R
MCTBREDHIC, AMYTFIC2ODHREIN RZERLEITAH ?
(2DBIRLTLKEEL, )
A. switch (config)# int fa1/0/1
switch (config-if)# ip arp inspection vlan 10
B. switch (config)# ip arp inspection vlan 10
C. switch (config)# int fa1/0/1
switch (config-if)# ip arp inspection trust
D. switch (config)# int fa1/0/10
switch (config-if)# ip arp inspection untrust
E. switch (config)# ip arp inspection
Answer: B C

QUESTION NO: 13

Cisco Prime

Infrastructure AT, T 74F¥1L—>3 &2AZ—KNFPY 70 74F1L—>3>
COE—92 (X J%BETER A 74F1L—230F—HATRARAIVEENTT
n?

AERRODRATZ1—)

BAYT1—-)nLEE

CATZ2A=)INT—h«47
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D.O—INYIODOART>1—=)L
Answer: B

QUESTION NO: 14

22 M Cisco

ASAT7ATIA=NETI—INA—N—RICERKTDEE. EOBRENAT>3a>TTH
?

A. identical RAM installed

B. same context mode

C. same AnyConnect images

D. identical licenses

Answer: D

Explanation

Explanation/Reference Failover System Requirements

Hardware Requirements The two units in a failover configuration must be the same model,
have the same number and types of interfaces, the same SSMs installed (if any), and the
same RAM installed.

Software Requirements The two units in a Failover configuration must:

*Be in the same firewall mode (routed or transparent).

*Be in the same context mode (single or multiple)

License Requirements The two units in a failover configuration do not need to have identical
licenses; the licenses combine to make a failover cluster license.
https://www.cisco.com/c/en/us/td/docs/security/asa/asa95/configuration/general/asa-95-
general-config/ha-failover.pdf

QUESTION NO: 15
RREZRBLTLKLEZV,

snmp-server user admin group-1 v3 auth sha smmp priv aes 128 smmpv3

MY RiE, Ciscol—Z—TSNMPH—N—Z BRI B -HICFERAETIhETT,
SNMPH—N—DOBES{tNAT—REEDFTI>TIH,?

A.sha

B.snmp

C.TIL—71

D.snmpv3

Answer: D

QUESTION NO: 16

VMware % f£ f L 7z Cisco

ASAVORERICBET22D0NEIENDS55, ELLVEDEENTT A ?
(2DBRLTLEEL, )

ARBRTTSAT AN EBRBT 7AT I4—IE—RTEITENTVSEHEES, vSphere A A
YVFEERE—ROEFIUT 1 HINAZEACCept ICRRETRDHENHYET
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BN7#—~XVAEHKICH ST, VCPUEXEVUDEIETEA YT ZATEETEERT
C.vSphere AR RF7OAVIZA TV NELIFOVFY—=ILOWITNA TREBETEE T,
D.ASAVE & U'vSphere AM Y FIZ(FDay 07 7 A I A HETT,
E7I-)A—N—8BETRE, MEOFNA AN 7 I-IF—-N—BREELIZTR—NL
TVWBRY, 7ZARVFNAREARZRNATNAARGRBDEFINSA O AEFEAT
2FT,

Answer: CD

Explanation

Explanation/Reference

For a vSphere switch, you can edit Layer 2 security policies and apply security policy
exceptions for port groups used by the ASAv interfaces. See the following default settings:
*Promiscuous Mode: Reject

*MAC Address Changes: Accept

*Forged Transmits: Accept

To deploy the ASAv, use the VMware vSphere Web Client (or the vSphere Client) and a
template file in the open virtualization format (OVF).

For failover deployments, make sure that the standby unit has the same model license.
https://www.cisco.com/c/en/us/td/docs/security/asa/asa92/asav/quick-start/asav-quick/asav-
vmware.html
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